Abstract: Securing visible light communication (VLC) systems with physical-layer technologies has drawn increasing attention. In this paper, we leverage both transmit beamforming and jamming techniques to enhance communication secrecy for a multipleinput single-output (MISO) VLC system with presence of multiple eavesdroppers. The transmit beamformer and jamming precoder are jointly optimized in the sense that the signal-to-noise ratio (SNR) of the legitimate user is maximized subject to maximum SNR constraints imposed on eavesdroppers, as well as light-emitting diode (LED) optical power constraints. Despite the fact that the corresponding optimization problem has a nonconvex fractional form, we are able to determine its locally optimal solution via Charnes-Cooper transformation and minorization-maximization algorithm. Furthermore, we study the extension to a more complicated scenario where perfect channel state information at the transmitter (CSIT) is not available. The superiority of the proposed algorithms is finally verified via simulations.
Introduction
Physical-layer security, as opposed to classical cryptography, has been acknowledged as an innovative and powerful means for providing communication secrecy [1] - [6] . Particularly, multi-antenna technology, which was invented to improve transmission efficiency and reliability, is also effective in achieving enhanced physical-layer secrecy [2] , [3] . In fact, owing to the spatial degree of freedom offered by the multiple antenna channels, it is possible to employ beamforming or/and jamming (also known as artificial noise) [4] at the transmitter to prevent confidential message being decoded by eavesdroppers. Concerning the secrecy based transmitter optimization, the authors of [5] studied a secrecy rate maximization problem for multiple-input single-output (MISO) channels. Following another design philosophy, Liao et al. [6] optimized the transmitter with a quality-of-service (QoS) based formulation that relates to legitimate user and eavesdroppers' signal-to-noise ratios (SNRs).
In general, most of the existing works in the area of physical-layer security concentrate on conventional radio-frequency (RF) communications. Recently, with the ever-growing interest in visible light communication (VLC) [7] - [11] , a few researchers have embarked on the investigation of securing VLC from the physical-layer perspective [12] - [14] . It is necessary to point out that, although VLC is more advantageous than RF communication in terms of inherent security, secrecy is still a crucial issue in many practical VLC scenarios such as offices and shopping malls, where multiple light-emitting diodes (LEDs) are usually deployed for better illumination and hence the eavesdroppers are able to perform interception as long as they are in the area illuminated by one or multiple LEDs. Regarding VLC secrecy, in [12] , the achievable secrecy rate of a MISO VLC system with one eavesdropper is analyzed, and the optimal beamforming vector that maximizes the secrecy rate is determined. Alternatively, in [13] and [14] , a friendly jammer is introduced that sends jamming signals and optimizes the jamming beamformer such that the VLC secrecy rate is maximized. As presented before, apart from the design criterion of secrecy rate maximization, one can also optimize the secure transmission strategy from a QoS aspect, which, so far as we know, has not been formally discussed under VLC applications.
In this paper, focusing on a VLC MISO system in presence of multiple eavesdroppers, we wish to maximize the legitimate user's SNR and meanwhile constrain eavesdroppers' maximum SNRs. In addition, we also take into account the optical power constraints with respect to LEDs. Our contributions mainly include two parts. First, we develop an iterative algorithm to find the optimal transmit beamformer and jamming precoder under the premise that perfect channel state information at the transmitter (CSIT) is available. Then, we further consider the extension to the imperfect CSIT case, for which we also devise an iterative approach based on the previously proposed method. We would like to emphasize that, compared to [6] which studied a similar problem formulation, however, in the context of RF MISO systems, the problem we concern under the VLC scenario has a quite distinct form and cannot be addressed with the existing method given in [6] .
Notations: We use bold uppercase and lowercase letters to denote matrices and vectors, respectively. |x|, x 1 and x refer to the absolute value of scalar x, the 1 norm and Frobenius norm of vector x, respectively. X(n, :) and tr (X) respectively return the nth row and trace of matrix X. (·) T stands for the transpose operation. E{·} represents the expectation operation. sign(x) and min{x, y} denote the sign of scalar x, and the minimum of scalars x and y, respectively. R m×n is the ensemble of all m × n real matrices. I denotes the identity matrix. e n represents the unit vector with its n-th entry being 1.
System Model and Problem Statement

A VLC System in Presence of Multiple Eavesdroppers
We consider an indoor VLC system with N l LED transmitters (Alice) and K u users. Among all the users, one legitimate user (Bob) communicates with Alice and the remaining K u − 1 eavesdroppers (Eves) attempt to intercept the secret information intended for Bob. To enhance the data transmission secrecy, we employ joint transmit beamforming and jamming at the transmitter, which has been confirmed to be an effective physical-layer security strategy for conventional RF systems [6] , [15] , [16] . To be more specific, we first generate an information-bearing symbol x and a jamming symbol vector z ∈ R N l ×1 . Both x and the entries of z are selected from a certain real constellation, e.g., pulse amplitude modulation (PAM), so as to accommodate the intensity modulation adopted by VLC. Then, we multiply x and z by a beamforming vector w ∈ R N l ×1 and a jamming precoder F ∈ R N l ×N l , respectively, followed by calculating the sum of the two products, i.e., q = wx + Fz. The computation of w and F relies on CSIT which can be usually estimated at the receiver side and fed back to the transmitter. Note that we will focus on the joint optimization of w and F based on either perfect or imperfect CSIT in Section III. Before conducting an electrical-to-optical conversion using LED, we need to add a direct current (DC) bias p to q such that each entry of the resultant signal is non-negative and moreover less than a maximum allowed value p max . For simplicity, we assume that |x| ≤ 1 and |z n | ≤ 1, n = 1, · · · , N l with z n denoting the nth entry of z. Accordingly, it is readily to show that the following inequality holds:
where p n is the nth entry of p.
We adopt a widely accepted line-of-sight (LOS) propagation model [10] , [11] , [17] to characterize the indoor VLC channel, under which the channel between the n-th LED and Bob takes the form
where α b is the photodiode (PD) responsivity, A b stands for receiver collection area, l b,n denotes the distance between the nth LED and Bob, R o (φ b,n ) represents the Lambertian radiant intensity, φ b,n denotes the irradiance angle, ψ b,n is the incidence angle, and ψ c,b is the receiver field of view (FOV). The expression of A b is given by
where β b and A PD,b are the optical concentrator refractive index and the PD area.
where m is the Lambertian emission order. The receiver performs direct detection and then removes the DC component. The received signal of Bob is accordingly expressed by
where h T b denotes the channel between Bob and N l LEDs whose nth entry is defined by (2), and n b represents the receiver noise modeled as a real-valued Gaussian variable with zero mean and variance given by
where e ch is the electronic charge, P r ,b = h T b p is Bob's average received optical power, χ amb is the ambient light photocurrent, B is the system bandwidth, and i amp is the pre-amplifier noise current density. According to (5) and (6), we define Bob's SNR by
where σ 2 x and σ 2 z represent the variances of transmit and jamming symbols, respectively. Note that, for ease of exposition, we only show the expressions with respect to Bob in (2)- (7), which also apply to the kth Eve after replacing the subscript "b" with "e, k".
QoS Based Secrecy Optimization Problem Formulation
The ultimate goal of this study is to improve the VLC secrecy by maximizing Bob's SNR while forcing each Eve's SNR to be less than a pre-specified threshold value. We note that, such design criterion was first adopted under RF systems [6] , but, to the best of our knowledge, has yet to be investigated in the context of the VLC scenario.
Both transmit beamformer w and jamming precoder F will be optimized in a joint manner to achieve the design goal, and meanwhile, they should meet the practical LED optical power constraints given by (1) . Therefore, by invoking the SNR definition in (7), we formulate the problem of interest as
where γ e, k represents the SNR threshold specified for the kth Eve. Unfortunately, this is a complicated constrained optimization problem that is non-convex in nature and does not admit a straightforward optimal solution. Although the authors of [6] successfully developed a semidefinite program (SDP) based solution to tackle the problem under RF systems, we find that it can not be applied to handle problem (8) , which is mainly due to the LED optical power constraints, as indicated in (1). Accordingly, we resort to an alternative method that will be elaborated upon subsequently.
Joint Optimization of Transmit Beamforming and Jamming Strategies
In this section, regarding the secrecy-oriented design problem with perfect CSIT available, i.e., problem (8), we develop an efficient iterative algorithm which yields a locally optimal solution to the transmit beamformer w and jamming precoder F. As a further step, we extend the proposed algorithm to deal with a more general problem that takes CSIT imperfection into account.
Transmit Beamforming and Jamming Optimization With Perfect CSIT
Concerning problem (8), we first attempt to simplify its fractional objective function by employing Charnes-Cooper transformation [18] . Specifically, we define
where ξ > 0. Then, we substitute (9) into problem (8) and acquire an equivalent reformulation
whose objective function is not longer fractional. Note that, the constraint ξ > 0 is replaced by ξ ≥ 0 which does not lose optimality since it can be readily validated via contradiction that any feasible ξ can not be zero. Now we would like to eliminate the slack variable ξ to acquire a more concise formulation. It follows from the equality constraint of problem (10) that
By plugging (11) into the inequality constraints of problem (10) 
The main obstacles of solving this problem lie in the convex quadratic objective and the N e nonconvex constraints on Eves' SNRs. 1 Nonetheless, as will be seen later, it is possible to efficiently solve this non-convex problem by exploiting well-established optimization techniques.
Before proceeding, we first prove that there always exists an optimalw * to problem (12) while fulfilling all the constraints, thus indicating thatw * is also optimal. In light of this observation, we are able to replace the objective of problem (12) , k = 1, · · · , N e |w n | + F (n, :
At this step, the remaining difficulty lies in the N e Eves' SNR constraints, whose non-convexity origins from the convex quadratic function h T e, kF 2 on the right side of the inequality. A popular and also effective method to deal with this kind of constraint is the so-called minorization-maximization algorithm (MMA) [19] , [20] . The details are elaborated as follows.
First, by exploiting the convexity of the function h T e, kF 2 , we achieve the following lower bound [21] : (14) whereF (0) is a given value. Clearly, (13) will become convex once we replace function h T e, kF 2 with this bound owing to its linearity with respect toF. MMA searches the optimal solution to problem (13) iteratively based on the lower bound in (14) . More precisely, in the jth iteration, the problem to 1 The N l LED optical power constraints are convex due to the concavity of the function 1 − σ 2 z h T bF 2 .
Algorithm 1: Minorization-maximization algorithm for solving problem (8).
1: Initialization: set initialF (0) , iteration index j = 1, and convergence accuracy . 2: repeat 3:
Solve the convex problem in (15 
is the optimal solution toF in the (j − 1)th iteration. Since this is a convex problem, we can find its optimal solution using convex optimization tools such as CVX [22] . According to [23] , MMA outputs a locally optimal solution (denoted by (w * ,F * )) when convergence is reached. Then, from (9) and (11), we obtain the optimal solution to the original problem in (8) by
Finally, in Algorithm 1, we make a summary on the above developed iterative algorithm.
Extension to the Imperfect CSIT Scenario
In the previous section, we jointly optimized transmit beamformer and jamming precoder under the assumption that both Alice-Bob and Alice-Eves channels are perfectly known at the transmitter, which can be regarded as a benchmark design method. In what follows, we investigate a more general and complicated case with presence of CSIT errors. Taking the Alice-Bob channel for instance, we model the CSIT mismatch as
where h b andĥ b , respectively, denote the true and estimated channels between Alice and Bob, and ζ b represents the random channel error. Similarly, by simply changing the subscript, we obtain the CSIT error model for the kth Eve by
Although the exact values of h b and h e,k are unknown due to the random errors, it is possible to acquire their statistical knowledge in practical systems. As in prior studies, e.g., [6] , [24] , and [25] , we herein assume that the channel autocorrelation matrices
By utilizing the updated SNR definitions, the design problem now becomes
Following the steps of dealing with problem (8) in Section III-A, we also perform Charnes-Cooper transformation on problem (21) and remove the slack variable ξ, which gives
It is necessary to note that, unlike problem (12) under the perfect CSIT case, the above convex quadratic objective cannot be equivalently transformed into a linear one any more, which is due to the fact that matrix R b does not have unit rank in general. Here, we propose an alternative method to handle the quadratic objective. We first rewrite problem (22) by Solve the convex problem in (26). 4: j = j + 1. 5: until convergence. 6: Calculate the optimal w * and F * with (27).
where t is an introduced slack variable. Then, concerning the convex functionsw T R bw and tr (R e,kFF T ) in the constraints, we derive their lower bounds as follows:
tr (R e,kFF T ) ≥ tr (R e,kF (0) ( suboptimal scheme which merely optimizes transmit beamforming while setting jamming precoder to zero (see the Appendix). These two transmitter designs will be, respectively, represented by "Opt" and "Subopt" in the figures of this section. Note that the scheme with only jamming is not considered since it leads to zero SNR at Bob. During the simulation, we use the parameters given in Table I , where we assume that Bob and all Eves share the same receiver parameters for simplicity. Moreover, we let p n = p , n = 1, · · · , N l and p max − p p , under whichp n = p stands for the optical power per LED.
We compare the performance of the optimal and suboptimal schemes under perfect CSIT assumption in Figs. 1 and 2. For Fig. 1 , the coordinates of Bob and three Eves are set to [2, 2.25, 2(a) that the proposed optimal solution always outperforms the suboptimal method that only utilizes transmit beamforming, which is in accordance with the existing results for RF systems [6] . Furthermore, the performance gain is more evident in Fig. 2(a) , i.e., when Eves are in the vicinity of Bob. From Figs. 1(b) and 2(b) , we can see that Eves' SNRs achieved by the optimal and suboptimal methods do not exceed the threshold value γ e as expected. Moreover, the optimal scheme can result in lower SNR values than the suboptimal one, especially for a large γ e .
For the imperfect CSIT case, we let the channel autocorrelation matrices be R b =ĥ bĥ in Fig. 3(a) , where κ 2 b = 0.001, γ e = −15 dB, p = 8 dB and the estimated channels are the same as those for Fig. 3 . It can be seen from Fig. 5(a) that, for both considered methods, the SNR of Bob gradually decreases with the increase of κ 2 e . It is also interesting to find from Fig. 5(b) that Eves' SNRs are not sensitive to the change in κ 2 e . Finally, we show the SNR spatial distribution of the proposed optimal scheme under perfect CSIT in Fig. 6(a)-(d) , where the coordinates of Bob and three Eves are the same as those for Fig. 1 , and we set p = 5 dB and γ e = −15 dB. As demonstrated by the results, Bob's SNR degrades severely when Bob is very near to Eves. Moreover, Eves' SNRs can be much lower than the threshold value γ e at certain locations.
Conclusion
We optimized the transmit strategy for a VLC system from a physical-layer security perspective. We devised a MMA to find the optimal transmit beamformer and jamming precoder that maximize Bob's SNR while satisfying Eves' SNR constraints and LED optical power constraints. We further extended the proposed method to deal with the transmitter optimization with imperfect CSIT. Simulations were carried out to confirm the performance advantage of the developed algorithms.
